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Russian ‘spy ships’ threaten

to sabotage UR energy supply _

Penny must drop
over incursions
MPs after ‘ghost’
trawlers with armed
guards alleged to be
monitoring wind
farms and pipelines

ay

By Joe Barnes, Gareth Corficld
and Ben Riley-Smith

RUSSIAN spy ships are mapping wind
farms and key communication cables
off the coast of Britain as part of plans to
sabotage critical infrastructure
Detadls of the covert “ghost ship™ mis
sdons were published as Downing Stroet
and GCHQ chiefs warned
Rusaian aligned hackens
rupt or destroy” energy facilithes such
as power stations
of Russian boats, often dis
gub sed as fish hing trawlers or research
vessels but with armed guards, have
been observed by European intell
Benoe agenches conducting mass recon:
nadssance close to British coastal e
and communications networks
Possible targets are believed to
Jude internet cables, offshore wind
noctors carrying clectric
ity and gas pipelines, an investigation
found One underwater “research” ship
was tracked touring wind farms off the
east coast of the UK, while another is
thought to hx ed the Moray
Firth in Scotland on Nov 10 bast year
Tobdas Ellwood, the Tory ¢ hadrman of
the Commons defence commitiee, said
“the penny must drop” over Russia’s
attempts to undermine British security
as he called for an expansion of armed
forces in wake of the revelat
Last night GCNQ chiefs w

i
farmsand ¢

ned that

NE 2 sur
activity as Viadimir
s cyber t wet their sights on

Oliver n, the pet Office
minister uul kn.\\uu aligned hackers
who have been attacking Ukraine bad
*turned thelr attention to the UK™.

Criminal hacker groups In Russia
have be 3

months, especially Nato mem
bers supporting Ukraine. Experts say
that “patriotic™ young Russians are
rying oat cyber attacks aga
organisations and busincsses.

National Cyber Security Centre
INCSCO) bosses have issued a formal,
warning to critical national infrastru
caution them about
the renewed threat

Lindy Cameron, chief executive of
e NCSC, sald: *If the UK is to be the

safest place to live and work online,
then resilience must urgently Ve to
the top of our investment shoppling list ”

GCHQ's security arm also warned
of an expansion in mercenary hacker
for-hire operations, in which ¢y ber
mpanies offer thelr services to the
ot bidder.

Details of the Russian sabotage plot in
the North Sea emerged from a joint
Investigation by the public broadcasters
of Denmark, Norway, Sweden
Land. Rusaia is thought 10 be dra
plans in the event of a full-scale war
with the West

There has been an iIncreased focuson
safety of North Sea infrastructure
amid hetghtened tensions with Russia,
particularty inthe wake of the attack on
the Nord Stream pipeline.

Ben Wallace, the Defence Secretary,
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Russian vessel's route around North Sea windfarms

— Aproumate ruste

A Ky windtarms kg N¢
| the rowte

0w

Health chiefs fear a ‘summer of discontent’

take turns to strike in an effort
damage on the NHS.
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warned last year that Norway s oll and
A Infrastrocture was “particularty val
nerable® as it had become Europe’s
n supplier. The Royal Navy Is pur
chasing two dedicated subsea survell
wahipn, w hich are expected to come
into service this year

Senlor officials from AIVD, the Dutch
equivalentof MI5 and MI6, alwo warned
that Russia had been caught mapping
installations in the North Sea after a ves
sel was < ed near 2 wind farm
Iast autumn [q._qJ

In February, a Russian ship withou
an automat) fication system
*l be tracked
entered Belghan and Dutch waten

At the time, the Dutch intelligence
services accused Moscow of “trying to

map what the Dytel energy supply
looks like™ Abou ussd
T Seam

ships™ are believed to be operating in
the Notth Sea The investigation by the
Scandinavian broadcasters i ifled
the Admiral Viadimirsky, offic Lally reg
stered as an oceanographic research
venaed, an a possible spy ship

Footage of the ship showed 2 man
armed with a military grade rifle and
wearing a balaclava was on board as
their journalists approached it

Mr Ellwood sasd: “We simply can no

jorward further afield with

nt peacetime-sized Navy,
Alrforce”

An MoD spokesman

increased Royal Navy presence ™S
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patrols after the Nord Stream incident ouk!

and have invested £65million in the
first of our two Multi-Role Ocean Sur
vedlance ships”
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iritain using domestic
human rights or other legislation to
block deportation flights. Such claims

wy beliove the measures will act as
rent 10 llegal Channed crossings
nfirmed in ¢ documents
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