Initial Systems Incursion/Access

ACKTOR
Adlpinistrative Thinking
Ad\‘anoed Operational Augmentation and Techniques

ARTs

CAVA
CDD CyberLab Administration:
CDQ Security By Design_
CDDVSE

CDD_Legal

CDQ_Scrap_Book
CDD-CE

CIA
CLEAR
/CORE
CRIPPLES
{ . “CsgA
Adyerse Impact Engineering
Cla§siﬂed EES Exflltration_
Collection of Data
Command and Control
Cregential Access
Cyberattack (Endpoint) Persistence i

Defgnce Evasion Techniques
Dopnain Privilege Escalation
Exegution and Subversion

Latgral Movement
Reconnaisance & Intelligence

Cyher Resilience and Operational Authority
Cyher Security Reductionism

—ijerattack Optimization (OPTIMIZED)

e Lé__ojberLabConﬁguration
2] a2 Hardware

" CyberWise

" DICE

“psa ®

_ Cyber Evidential Capture and Analytics Engineering
Cyber Response Analysis

—Cyber Workbench
HACKS Requirements

Impact & Consequence Analvtics
Security Currency
LICKS
LOST
" Attack Surface Reductior:
[ —Compromise Containment
MANTIS “C—""" MANTIS Requirements

Outbound Traffic Restriction

Targeted Control Architectures & Metricatior:

Protocol Subversion and Data Deciphering

SAM
IMS 5>

}SMACC Doctrinal Analvtics
SMAcC SMACC Requirements Definjtion

Technical Assessmgnts

TOILS & SQILS

TRACES. " TRACES Requirements
TrEAD

VIPPA

WHISKAS



